CHAPTER 2 — REVISION WORKSHEET
ANSWERS

21 Types and methods of data transmission

0478/11/M/3/15

1

(a)

(b)

()

parallel
any one from:

= 8 bits/1 byte/multiple bits sent at a time
= uszing many/multiple/8 wireslines

sarial

any one from:

= one bit zent at a time
- over a single wire
parallel

= faster rate of data transmission

serial

any one from:

= more accuratefewear emors over a longer distance

= less expensive wiring

= less chance of data being skewedf/out of synchronisation/order
parallel

any one from:

= =ending data from a computer to a printer
= intermnal data transfer (buses)

sarial

= connect computer to a modem

(1 mark)

(1 mark)

(1 mark)

(1 mark)

(1 mark)

(1 mark)

[2]

[2]

[2]
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2 (a) — universal serial bus
— description of USB
(b) Any two from:
— devices are automatically detected and configured when initially attached
— impossible to connect device incorrectly/connector only fits one way
— has become the industry standard
— supports multiple data transmission speeds
— lots of support base for USB software developers
— supported by many operating systems
— backward compatible
— faster transmission compared to wireless
0478/12/M/3/16
& (a)
Tick Tick
Type (+) Method ()
simplex serial
half-duplex parallel v
full-duplex ¥
Tick Tick
T Method
ype () ()
simplex v serial v
half-duplex parallel
full-duphe:x
Tick Tick
Type i) Method ()
simplex searial v
half-duplex ¥ parallel
full-duplex

(b) Any two from:

single wireg means there iz less chance of interferencefdata cormuption

single wire reduces costs

more reliable over greater distances
bitz will still be synchronized after transmizsion

(6]

(€]

(1]

[2]



0478/12/M/3/17

Question

Answer

Marks

7(a)

1 mark for correct arrow(s), one mark for correct description

Simplex data transmission

g &

Computer A Computer B

(Direction of data is) one way only // unidirectional

Duplex data transmission

g &

Computer A Computer B

(Direction of data is both ways) at same time / simultaneously / concurrently

Half-duplex data transmission

Computer A Computer B

(Direction of data is both ways) but at different times / not at the same time /
not simultaneously / not concurrently

Question

Answer

Marks

7(b)

1 mark each use, must be different.

Simplex e.g.

Microphone to computer

Sensor to computer

Computer to printer

Computer to speaker

Computer to monitor

Webcam to computer

Sending data to a device // sending data from a device

Duplex e.g.:

Telephone call

Voice over IP

Computer to printer (only award once)

Instant messaging

Broadband connections

Video conferencing

Sending data to and from devices e.g wireless technology
Computer to modem




7(c) 2 marks for IC, 2 marks for USB 4
Ic
parallel transmission // description of parallel
= for sending data internally
usB
serial transmission // description of serial
=  for sending data externally (to and from peripherals / between
devices)
0478/12/FIM/23
5(a)(i) Any two from: 2
eqg.
s Destination IP/address
e Packet number
» Originators IP/address
« Error detection method
5(a)(i) One mark each: 2
« Payload
o Trailer
0478/11/M/J/23
2(c)(ii) Any five from:
« Data is broken/split/divided into packets
Each packet (could) take a different route
« A router controls the route/path a packet takes
« ___selecting the shortest/fastest available route/path
« Packets may arrive out of order
« Once the last packet has arrived, packets are reordered
 |f a packet is missing/corrupted, it is requested again
0478/13/M/J/23
) The diagram demonstrates (one mark for each):
e Packets sent through several routers
« ___taking different routes from device A to device B
s  Packets arrive out of order
e Packets being reordered when all arrived at device B
Example:
Computer ‘B’
- Note: R1 to R10 t th i
Computer ‘A routeers (n:des) ir:et?\reefweer;woi
) between ‘A’ and ‘B’
R2 e
» Router ‘B’

1. Routers determine the routes ]

2. Different packets will choose
different routes

Router ‘A = \ 5 \ 5 \ /
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4(a)(i) Two from (one mark for serial, one mark for full-duplex):

serial
s« Serial is suitable as data may be travelling a long distance (over 5 metres).

Serial is suitable to make sure that bits don't arrive skewed/arrives in order.
Serial is suitable as there is less chance of error.

s« Serial has sufficient transmission speed as not much data being sent.

full-duplex
¢  Full-duplex is suitable as data needs to go between customer and kitchen computer // data needs to go in both
directions // so notification of errors can be sent back to customer.

4(a)(ii) | The data may be transmitted faster.

4(c)i) [D

A(c)(i) | Any Two from:

e The packets arrive in the wrong order.
« Each packet could take a different route.
s Some packets may take longer than others to be transmitted .
« Some packets may not arrive/be corrupted and need to be requested again .
0478/11/ON/25
7 One mark for each correct data transmission method.
«  Serial
+  Simplex
Any three from:
Serial

s Data will need to travel long distances

+ One wire is used // bits are sent in order // sent one bit at a time
Less chance of data being skewed // less chance of error
Transmission speed would be adequate

Simplex
+ Data only needs to be sent in one direction
+ Data does not need to be sent back from the speakers to the microphone
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(c)(ii) | One mark from:

s Serial
e Parallel

One mark from:

 Half-duplex
« Full-duplex
« Simplex

Any four from (for descriptions matching transmission types given):

serial
» Serial would send bits in order // serial uses only one wire.
= ...sowon't be skewed // less likely to have errors

+  Serial transmission speed would be adequate.

parallel
¢ Parallel would transmit data faster.
e ... as multiple bits are sent at the same time // ... as multiple wires are used.

« For parallel, chance of skewing/errors would be low as short distance transmission only reguired.

half/full duplex
e To allow data to be sent in both directions
e ... so any interrupts/notifications for errors can be sent back to the computer.
simplex
e« Data only needs to be sent one direction // Data transmission doesn’t need to be two-way.
e ... as the printer may not need to send errors back to the computer
0478/12/ON/25

c)i) |e Itis sent one bit at a time
« |tis sent down a single wire

(c)(ii) | Any two from:

The mouse can be powered by the device

It is a universal connection

It is backward compatible

Less chance of skewing // Less chance of errors

Supports different data transmission speeds

Adequate transmission speeds

The cable cannot be inserted incorrectly

The device is automatically detected // Driver is automatically installed when device is connected

‘c)(ii) | Any one from:

= Slower transmission than a parallel connection
*  Wire may get in the way // wire may limit movement of mouse




2.2 Methods of error detection

0478/12/M/3/15
5 (a) 1 mark per correctly placed tick
Received byte Byte transmitted correctly | Byte transmitted incorrectly
11001000 v
o1111100 v
01101001 v
[3]
(b) (i) byte number: 7
column number: 6
[2]
(ii) Any two from:
- letter "A’{byte 7) transmitted as odd parity (three 1s)
— column 6 has odd parity (seven 1s)
— intersection of byte 7 and column 6 indicates incorrect bit value
[2]
(d) Any one from:
— 2 bits interchanged (e.g. 1 —+ 0 and 0 — 1) that won't change parity value
— even number of bits/digits are transposed
—  If there are multiple errors in the same byte/column, that still produce the same parity bit,
the error will not be detected
(1]
0478/12/0/N/15
7 (a) (i) 1 mark for correct check digit and 1 mark for showing the calculation
4x1)+(2x2)+(4x3)+(1x4)+(5x5)+(0=x6)+(8x7)
=4+4+12+4+25+0+56=105
105/11 = 9 remainder 6
check digit is: 6 [2]

(i)

1 mark
— Nolincorrect check digit

2 marks

— Totalis 78

- 7811 ...

— ... gives 7 remainder 1

— check digit should be 1 [3]



(b) (i) 1 mark for each correct parity bit
parity bit

o 1 1,0,0|1]|1]0

parity bit

1 0,0 0 00|01

(i) Any one from:
— an even number of digits are changed
— atransposition error(s) has occurred

0478/13/0/N/23
5(a) — Interference /I crosstalk
5(b) - C

5(c) Any five from:

— Timer is started when sending device transmits a data packet to receiver

— Receiving device checks the data packet for errors

—  Once the receiving device knows the packet is error free it sends an
acknowledgement back to the sending device ...

— ... and the next packet is sent

— Ifthe sending device does not receive an acknowledgement before the
timer ends ...

— ... atimeout occurs

— ... the data packet is resent ...

— ... until acknowledgement received // until max number of attempts
reached

[2]

[1]
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3

Computer term

Desaiption

Serld, ampexdaa
{ransmesacn

Spverd bis of dala sent dosn sewral
wires, in bodh drections, ind J he
sane ime

Severd bis of dalasent down sewral
wires, in bolh directions, & the same
fime

Paraled, hall-duplex
dala iransmisson

An ese of Odd numbser of BiEs 528 001
in abyte, used loched i the byle has
benen {1 an=mitbed III'TB:U';'

Parity check

e bt =ent al a ame, ower a angle ware
o Arezion only

Buibom i repedl
request (AR

dn addiona dgil placed o he end of &
FUmEST I chiesck iF W P Ber B Bs Been

enibered Colrecty

& yaue fransmitted & he end of 3 block
cldats s calculakd using the other
elemanis in the data stream and rsused
B CHsck for ¥ ENSmiSSion ernrs

Checksum

An erar detacion method that usss
resporse and ime oul when ransmiting
ala, il aresporsse iS5 nol Senl bk 1o
Ihes Sender i an agresd amoun ol lime,
en the dats (s resen

=
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h(a) 1 mark per correct tick
corrupted not corrupted
. during during
Received byte transmission | transmission
(v) (¥)
10110100 v
01101101 v
10000001 v
5(b) Four from: 4

= Uses acknowledgement and time out

= Check performed on received data // error is detected by e.q. parity
check, check sum

= If error detected, request sent to resend data // negative
acknowledgment is used

= [f no acknowledgement is sent that data is received /I positive
acknowledgement is used

= Data is resent / Resend request repeated, fill data is resent correctly ...

w ... or request times out // limit is reached

0478/11/MJ/25
4(b)(i) Any five from:

The checksum is calculated from/using the data.

... using an algorithm // by example.

The (checksum) value is transmitted with the data.

The (checksum) value is recalculated after transmission/by recipient.

If the checksum values do not match, an error is detected // If the checksum values match, no error is detected ...
... request for data to be resent if there is an error.

4(b)(ii) | Any one from:

e Parity byte/block check
« Echo check

0478/12/MJ/25
(c)(iii) |[e A parity bit is added to each byte.
e ... to make the number of 1s/0s even // that will be 1 if the number of 1s/0s is odd // that will be 0 if the number of 1s/0s
is even.

The number of 1s/0s in each byte is counted after transmission.
If any bytes have an odd number of 1s/0s an error is detected
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(d) Any three from:
The diagram shows:
(Data being sent to the receiver) and a copy sent back from the receiver to the sender

Sending device comparing the original data and the copy
If original data and copy don't match an error is detected

data

sender receiver

copy of data

¥
Compares original data

with the copy sent back
and if they don’'t match
an error is detected

2.3 Encryption

2210/13/0/N/15
10 symmetric encryption

encryption key
plain text
encryption algorithm

cypher text (3]

0478/11/0/N/22

A{b)(i) » The data will be meaningless if it is stolen

(b)(ii) One from:
+ Data is encrypted and decrypted using the same key/algorithm
Any three from:

» Data before encryption is known as plain text
+» Data after encryption is known as cypher text
» Key is sent to receiver (to allow data to be decrypted) // Values are sent to receiver that are used to generate key




0478/13/M/J/19
3(b) Four from:

— An encryption algorithm is used

— ... to scramble data

— The original data is called the plain text
— Akey is used to encrypt the data

— The key is applied to the plain text

— Plain text is encrypted into cypher text

0478/13/0/N/19
1(b)() ‘ = Increase the length of the key // make key 12-bit, etc.

1(b)(i \ .~ Cyphertext

0478/11/MJ/25

6(a) One mark for each correct term in the correct position

algorithm

plain text

cipher text

meaningless

public/private

private/public (must be opposite of MP5)
public

private

Data is encrypted using an encryption key. This is a type of algorithm that scrambles the plain text and turns itinto cipher
text. This makes the data meaningless.

A public/private key is used to encrypt the data. This key cannot be used to decrypt the data. A private/public key is used
to decrypt the data. Any device is able to request the public key, but only your device knows the private key.

6(b) Any one from:

¢ The process is more secure.
« Do not need to worry about key exchange.




